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Did you know…
50% of Canadians are

working from home (WFH) today?



What does WFH mean exactly?

● Work from home describes work 
being done remotely, instead of at 
an office. The acronym “WFH” is used 
as a nickname for the concept.



Why consider WFH?

Here are the TOP 5 reasons:

● To eliminate commuting (plus save money on insurance and gas)

● To have more time and fewer distractions

● To increase productivity

● To increase flexibility

● To enhance work-life balance



As WFH becomes more popular, so do 
the concerns for cybersecurity



● 90% of IT professionals believe remote workers are not secure

● 70% think remote staff pose a greater risk than onsite employees

● 3 out of 4 employees working from home (during the pandemic) have not 
yet received any specific cybersecurity awareness guidance or training

● 27% of employees said they have received phishing emails related to 
COVID-19

Some stats on cybersecurity and WFH



So what can be done about these stats?



Experts like Clearbridge can help mitigate 
remote work security risks to keep 

companies and their employees safe.



Today we will be reviewing 
remote work security

1. Risks for employees

2. Risks for companies

3. Creating a WFH security policy

4. Best practices to avoid security risks when WFH



1 - What are the risks to employees?



Accessing sensitive data using 
unsafe Wi-Fi networks

● Avoid using public Wi-Fi as these connections 
allow cybercriminals to harvest confidential 
information.

● Don’t connect to unknown Wi-Fi networks. 
Instead, use a mobile hotspot or work offline.

What are the risks to employees?



● Avoid exposing laptop screens or leaving 
devices unattended.

● Talk to your team about security best 
practices and guidelines.

● Sign out of your computer, lock your 
screen, or close your laptop.

Ignoring basic physical security 
practices in public places

What are the risks to employees?



● Using the same and/or weak passwords 
across multiple accounts can be extremely 
risky since it potentially provides hackers 
with a master key.

● Good password habits ensure that your 
personal identity is protected and company 
data is safeguarded in the event of a breach.

Using weak passwords

What are the risks to employees?



Using email to share files

● Emailing files back and forth is 
insecure as cybercriminals can 
intercept emails in transit.

● Use your company’s file-sharing 
system (Google Drive or MS 
Sharepoint) as a safer alternative.

What are the risks to employees?



2 - What are the risks to companies?



Email scams

● Sophisticated phishing emails are challenging 
for employees to recognize and they often 
bypass email filters.

● Employees can inadvertently give cybercriminals 
access to the company’s network and private 
information.

What are the risks to companies?



Using personal devices

● Employees using personal devices for 
work may expose your company to 
cyberthreats or data breaches.

● Have a policy around the use of personal 
devices to enforce cybersecurity 
practices.

What are the risks to companies?



Weaker security controls

● Most workers take their company devices 
home with them and don’t have the same 
protection an office network provides. 

● Enforcing additional security measures is 
critical to protecting your company.

What are the risks to companies?



Threats everywhere

● Employees may let unauthorized users (like 
family) use their work devices, which increases 
the risk of malicious software and websites 
being accessed. 

● Smart home devices (like Alexa, Google Home 
etc.) are always listening/watching and may 
record or obtain sensitive company 
information.

What are the risks to companies?



The solution?



3 - Create a WFH security policy



1. Clearly define which positions are eligible for WFH.

2. List the approved tools and platforms for use.

3. Provide employees with steps to follow at the first signs of account 
compromise.

4. Provide employees with training that will help them recognize the risks and 
to know what to do when cyber incidents occur.

Create a WFH security policy



4 - Best practices to avoid security 
risks when WFH



Multi-factor authentication (MFA)

● MFA provides an additional layer of 
security. The more security layers in place, 
the harder it is for cybercriminals to 
access your sensitive information.

Best practices



Password manager
● These tools (LastPass, 

1Password etc.) organize and 
protect your passwords for 
work-related accounts.

● They encourage stronger, unique 
passwords, and discourage using 
the same password for multiple 
accounts.

● A complex password and/or MFA 
is required to unlock or access 
the password manager.

Best practices



Keep software up-to-date*

● Install the latest software as soon as 
possible as timely updates (including 
antivirus updates) help patch security 
flaws and safeguard your computer.

● Select auto-update for software on both 
mobile devices and computers.

*At Clearbridge, we monitor, manage, test, and ensure you always have the latest software

Best practices



Firewalls*

● Firewalls prevent unauthorized access to 
and from the network, further 
strengthening the security of your devices.

How does it work?

● They separate your devices from the rest 
of internet. 

● They monitor network activity and block 
unauthorized or malicious traffic.

*Clearbridge manages firewalls so you don’t have to worry about it

Best practices



● In the last year, phishing emails sent globally have increased by 667%!

● Some quick tips on how to detect a phishing email:

● Be wary of emails sent from public email domains. For example: 
patricia@yahoo.com or patricia@gmail.com.

● Check whether the domain name is spelled correctly.
● Look for grammatical and spelling errors in the text. 
● Don’t open attached files you didn’t expect to receive. 
● Don’t trust messages that create a sense of urgency. 
● When in doubt, reach out to the sender directly.

Learn how to detect phishing scams

Best practices



1. Always maintain and follow your company’s security guidelines.

2. Use strong passwords for all logins and devices, along with MFA.

3. Provide and participate in cybersecurity awareness training.

Top 3 takeaways

 



● For your best protection, be AWARE.

● Remote work can increase employee 
performance and productivity but security risks 
should be addressed before WFH.  

● Clearbridge helps make WFH safer for both 
employees and companies. 

Wrap up



team@clearbridge.ca

clearbridge.ca/lifewithclearbridge



Thank you!
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